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Abstract

During the last decade, authentication of sensor node and secure routing of data

been remained an open challenges in Wireless Networks due to their applications in

various vulnerable environments. These challenges become more significant when

Wireless Sensor Networks (WSN) composed of tiny inexpensive nodes are consid-

ered. This is due to the fact that the solutions proposed for the similar purposes

in conventional wireless networks cannot be exploited for sensor networks because

of high complexities and power consumptions involved in their algorithms.

This thesis proposes a two-fold solution for the issues of node authentication and

secure routing in Wireless Sensor Networks. In the first part of the thesis, a low

complexity Sybil attack detection mechanism for Wireless Sensor Networks is pro-

posed; while in the second part, a Secure Energy Efficient Routing scheme called

SEER is presented for the data security. Both of the proposed schemes are based

on the Signed Response (SRes) authentication and voice encryption mechanism

developed for Global System for Mobile (GSM) communications. The proposed

Sybil attack detection scheme use pre-distributed key embedded in the sensor

nodes. A modified version of A3 algorithm used in node authentication produces

a SRes with the help of pre-distributed keys against a random challenge number

sent by the sink or Cluster Head (CH). The 32 bit SRes is sent back to the sink or

CH by the node to prove its legitimacy. The design of node authentication scheme

is made flexible so that it can be implemented in both hierarchical and centralized

Wireless Sensor Networks. The scheme is analyzed for its performance under var-

ious Sybil attacks. The scheme is evaluated for its probability of detecting Sybil

nodes when different authentication key pool sizes are utilized. After extensive

simulations, it is observed that the proposed scheme is able to counter Sybil at-

tacks with higher probability as compared to notable existing schemes. Moreover,

it has also been observed that the proposed Sybil detection scheme exhibits lesser

computational cost and power consumption as compared to the existing schemes

for the same Sybil attack detection performance.



ix

In the second part of the thesis, a secure mechanism for routing of data in Wire-

less Sensor Networks; SEER is proposed. The proposed protocol is based on A5

encryption scheme developed for voice encryption in GSM. After successful au-

thentication, a modified version of A5 algorithm is used to encrypt data during

its routing from source to the sink or relay node. SEER uses GRACE (GRAdient

Cost Establishment) routing protocol for transmission. For this purpose, a 64-bit

ciphering key is used which is produced through a complicated process of pertur-

bation in order to make it harder to be traced. SEER has been tested through

simulations in MATLAB R©by setting up hostile and vulnerable Wireless Sensor

Network scenarios with respect to data integrity. The results obtained are then

compared with two notable existing secure routing protocols. It is proved that

the proposed mechanism SEER helps achieve the desired performance under dy-

namically changing network conditions with various numbers of malicious nodes.

Due to its linear complexity, lesser power consumption and more dynamic route

updation, the proposed Sybil detection and SEER schemes can be easily extended

to cater to the needs of emerging industrial wireless sensor networks, Dust Sen-

sor Networks and IoT. Emerged from the conventional Wireless Sensor Networks,

all the aforementioned networks have got the same nature of vulnerabilities and

threats along with the inherited limitations with respect to their hardware and

processing capabilities.
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Chapter 1

Introduction

1.1 Overview

A Wireless sensor network is composed of a large number of sensor nodes that

are deployed to monitor an area of interest like environment, medical, industrial,

agricultural, security, fire zones and military fields etc.[1]. A Sensor Node is an out-

put of research in advanced Micro-Electro-Mechanical System (MEMS) technology

consisting of a power unit, a sensing unit, a processing unit and a communication

unit as shown in Fig 1.1. The interaction of these tiny sensor nodes that possess

the capabilities of sensing, data processing, aggregation and communication etc.

leads to the concept of a Wireless Sensor Network (WSN) in which a large number

of sensor nodes communicate wirelessly in a collaborative manner . Due to their

diversity and dynamic characteristics, the WSNs have been used in various fields

of research and industry. Some of these applications include health monitoring,

battlefields surveillance, security, fire zones, factory automation, habitat monitor-

ing, inventory control etc. [2]. Furthermore, the WSNs are mostly used in hostile

and vulnerable environments e.g. monitoring of active volcanoes, nuclear reactors,

flooded area, collapsed buildings etc. In a WSN, the sensor nodes are deployed

either inside the Area of Interest (AoI) or close to its proximity depending upon

the nature of its deployment (aerial or manual). To ensure reliability and extend

1
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Figure 1.1: Components of a Sensor Node

the accuracy in decision making, it is important to extract the right features about

the phenomenon from the information provided by the sensor nodes [3].

In a WSN, all nodes are equipped with the abilities of self-organization and con-

nectivity after their deployment . These nodes work in a cooperative manner in a

network which mostly involves the collection of raw data in sensor field locally and

onward transmission of its processed version to the sink. Only the required data

is transmitted to the destination and the undesired or repeated data is discarded

. This is done to save energy and processing time of the sensor node as most of

the energy is consumed during the transmission and reception of data.

1.2 Components of a Sensor Network

The deployment of a WSN is purely subject to the needs, objectives, and geog-

raphy of the Area of Interest (AOI). However, there are certain responsibilities
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inside a WSN which needs to be addressed to achieve accurate results and bet-

ter management of the network. These responsibilities require some designated

components in a network. Some of the very common components of a WSN are

discussed below:

1.2.1 Sensor Node

A sensor node is the most responsible entity of any Wireless Sensor Network.

The accuracy of calculations and results are solely dependent upon the readings

provided by the sensor node. A node also has the capabilities of processing and

communicating with other nodes. The deployment of sensor nodes may range from

tens to hundreds, therefore, its cost is kept as low as possible.

1.2.2 Cluster Head (CH)

Although CH is not a core component but some of the sensor networks and their

respective routing protocols are widely dependent on it. A cluster head is respon-

sible to handle a region in a distributed WSN. One of the main responsibilities

of a CH is to collect data from sensor nodes and to forward it to the destination

through other CHs. It can also perform processing to discard duplicate data to

save bandwidth and energy. Moreover, the dissemination of control messages and

other necessary information among the sensor nodes is also performed by CH.

The deployment of CH may or may not be deterministic. In case of deterministic

deployment, we can choose the location of a CH and determine the number of

nodes to be associated with it. Where as in case of nondeterministic deployment,

the location of CH is impossible to determine; therefore, CH is elected by sensor

nodes. There are many procedures proposed by researchers for the election of a

CH. There may be as many CHs as required in a WSN. All the CHs communicate

with each other to route the data and other control messages. Fig 1.2 shows a

distributed sensor network with multiple static CHs.
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Figure 1.2: A sensor network with static infrastructure, data is collected at
cluster head and forwarded to the center (sink)

1.2.3 Sink or Base Station

A sink has a leading role in a WSN. All the nodes or CHs take instructions for

processing from the sink. The data sensed by the nodes is forwarded to sink for

onward processing and decision making; therefore, the right placement of sink in

the network is very important. The nature of a sink may be static or mobile

depending upon the nature of WSN. The static sink collects data form nodes or

CHs (which ever applicable). A routing protocol is responsible to ensure the de-

livery of data from nodes to the static sink. If the sink in a network is mobile

then it gathers the data by visiting all the CHs or designated nodes. The mobile

sink shown in figure 1.3 is assumed to be a powerful node both with respect to

energy and processing. Since a mobile sink collects data from CH at a shorter

distance; therefore, it can also help extend the network lifetime by reducing the

long ranged communication overhead that usually occurs between CHs and base
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Figure 1.3: A sensor network with a mobile sink. The mobile sink gathers
the data by visiting each cluster where the respective cluster head transmit the

data after connection establishment.

station. Secondly a mobile sink can also act as a bridge between the two discon-

nected partitions of a network. The Partitions usually occur due to the death of a

sensor node lying at a critical location of a WSN. However, a mobile sink requires

complex algorithms to control its trajectory. Such algorithms need to monitor real

time topology changes.Moreover, the mobile sinks can only be deployed in smooth

sensing fields [4] [5].

1.2.4 Beacon

Deployed in deterministic Wireless Sensor Networks, a beacon is a powerful node

that can transmit strong signals to communicate with the nodes. Usually, the

beacon nodes are used to guide the sensor nodes or help them to calculate their

locations [6] . Some of the routing protocols also use beacon concept for the

delivery of data towards sink [7].
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1.3 Evolution of Wireless Sensor Networks

Like all other communication technologies, the WSN also arose as solution to one of

ad-hoc and wireless communication problems in defense institution [8]. The very

first wireless network that has resemblance to the existing modern WSN is the

Sound Surveillance System (SOSUS) developed in 1950 by United States Military.

The purpose of SOSUS system was to detect the Soviet submarines and track their

movement. The surveillance system was composed of submerged acoustic sensors

and hydrophones which was deployed in Atlantic and Pacific oceans. Looking

back in the history, the research on WSNs started with Distributed Sensor Net-

works (DSN) program assigned to Defense Advanced Research Projects Agency

(DARPA) in 1980. This was the time when ARPANET has already launched few

successful computer networks with over 200 hosts in different universities. The

task of DSN was to develop spatially distributed collaborative and autonomously

operative sensor network with data routing abilities. The components used in

DSN were presented for the first time in Distributed Senor Net Workshop held in

in 1978. The components included Sensor Nodes (SN), Communication and pro-

cessing units and a software to operate the node. Later on, the operating system

known as the accent[9] was developed for DSN . The first demonstration of DSN

program was a helicopter tracking and monitoring system developed at MIT. In

1998, the WSNs found its position in research community in order to increase its

strength and scope of application[10]. Moreover, the cost and size of sensor node

became to decrease and with this, the WSN stepped into commercial applications

like habitat, vehicular sensor networks, Wireless Body Area Networks (WBAN)

etc. Later on, IEEE launched a new standard IEEE 802.15.4 which deals with the

low data rate of Wireless Personal Area Network (WPAN). Latter on, the ZigBee

alliance published the ZigBee standard which provide a suite of communication

protocol and procedures used in low data rate networks as shown in Fig 1.4.
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Figure 1.4: ZigBee Protocol Stack.

1.4 Applications of Wireless Sensor Networks

Currently, the technology of Wireless Sensor Networks has been deployed in various

domains for monitoring purposes like health, environment, agricultural, vehicle

control, battlefield surveillance and smart grid etc. as shown in Fig 1.5. A wireless

sensor networks may consist of various types of sensor nodes like seismic, magnetic,

audial, visual, infrared, acoustic, thermal etc., which have the capability to monitor

a wide range of ambient conditions [11, 12]
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Figure 1.5: various applications of WSN

1.4.1 Military Applications

WSNs can be an essential part of military operations especially in battlefields.The

leaders and commanders can monitor the status battlefield . Sensor nodes are

attached to every vehicle, equipment, and soldier etc. to update their status to

the high command. Similarly, targeted terrains, supply routes, and logistics etc.

of enemy force can be closely observed. New operational plans and decisions can

be made through the sensor network deployed in the battlefield.Smart Dust is

another project launched by DARPA for military applications which lead to the

establishment of dust networks Inc. [13]. The sniper detection system [14] is an-

other example of WSN application in military fields. The system was developed

to locate the location of shooter. This system has also been widely used by many

countries to ensure public safety. Similarly VigilNet [15] is another surveillance

network developed for tracking of objects in hostile areas. Based on Mica2 sen-

sor nodes, the network detects the magnetic fields and its location generated by

military vehicles and other objects.
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1.4.2 Environmental Applications

One of the examples of WSN in environmental applications is the Columbia River

Ecosystem (CORIE) developed by the Center for Coastal and Land-Margin Re-

search at the Oregon Graduate Institute USA [16]. The main purpose of CORIE

is to monitor the wild life deep down in the river with the help of sensor nodes.

WSN is also used to prevent mass destruction caused by a fire in forests. Since

these nodes are left unattended soon after deployment therefore they are equipped

with power scavenging approaches like solar cells etc. In order to overcome com-

munication obstacles like trees, rocks etc., the sensor node work in a collaborative

manner to perform distributed sensing [17] [18] [19]. Some of other environmen-

tal applications of WSN include, habitat monitoring, observing the weather and

crop,livestock conditions, nuclear reactors monitoring etc. [20].

1.4.3 Health Applications

WSN are widely used in hospital to monitor the condition of patients. Small scaled

and low radio range sensor nodes are placed over the body of patient to monitor

different parameters like blood pressure, sugar level, heartbeat rate etc. The data

collected by the sensor is forwarded to a server where the doctor make their decision

accordingly [21]. Similarly, the physiological data collected by a sensor network

can be stored and used for scientific and medical exploration and experimentation

[22] [23]. The medical sensor networks can also monitor and detect the behavior of

the patient, e.g., a fall or change in moving pattern, abrupt change in heart beat

and blood pressure etc. The application of Wireless Body Area Network enabled

the patients and other research subject (human,animal and birds etc.) to move in

a large proximity and allow the doctors to identify the symptoms remotely. For

example, a project known as Health Smart Home (HSM) [24] which is developed to

provide health felicities to the patients who needs special care and wish to remain

at home.
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Figure 1.6: An example of application of WSN in health care

1.4.4 Home Applications

The sensor technology also become an integral part of our daily life. All the

electrical appliances like vacuum cleaner, microwave ovens, deep freezer, television

etc are fully equipped with sensors and actuators. This allows the user to manage

the home externally with the help of Internet. The blood sensor, motion sensor

and heat sensors are also used to detect the entrance of an unauthorized person

[25][26].

1.4.5 Industrial Applications

Wireless Sensor Networks have become a source of developing and maintaining

the quality products in a cost effective way. Each item in the industry is equipped

with the sensor so that exact location and number of items can be observed. This

also helps in inventory control and sale/purchase of the products. Similarly, the

domestic and commercial vehicles are also now equipped with intelligent sensors

to improve the efficiency and provide quality service to the user. Other com-

mercial application of WSN includes material testing, building monitoring, robot
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command and control, automatic manufacturing, smart toys, machine diagnostics,

smart grids etc. [27][28].

1.5 Highlighted Issues in WSN

The wide range applications of WSN pose various design issues. This section is

focused on key design issues required to establish a fully-operational, efficient,

robust and secure sensor network. Generally, the WSN has a dynamic nature

both with respect to topology control and routing of data that takes place in

a self-organizing manner once the network is deployed. Keeping in view these

properties, we classify the design issues of WSN in Figure 1.7 on the basis of some

requirements that ensure the extended network life, availability of the network and

integrity of data.

Node deployment has a great impact over the data collection and routing pro-

cess. It may be a deterministic deployment in which each sensor node is placed

physically in the sensing field. For example, the forest monitoring or habitat

monitoring requires the sensor nodes to be installed over targeted locations or

animals. Similarly, in a hostile field, the deployment may be aerial. Both require

different strategies of routing and data gathering. Similarly power consumption

of a sensor node is another vital issue that plays an important role in network

lifetime. Power consumption refers to all the processes that consume power while

performing some activity like processing, communication, memory management

etc. Different schemes have been developed in order to prolong the network life-

time. Scalability of a network is the ability to accommodate additional sensor

nodes in the network when required in such a way that it does not affect the

overall performance of the network. A WSN is always assumed to be scalable up

to some extent. The scalability is considered a major factor while designing a

routing protocol. This also requires a strict topology control in case of addition

or unwanted partition occurrence. Another issue of WSN is the routing of data

with the help of some protocols. A routing protocol is designed on the basis of
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some metrics like energy efficiency, availability, reliability security etc. Each rout-

ing protocol has its own mode of operation. For example in event driven mode,

a protocol is only activated when some event or activity is noticed by the node

in the field. Similarly, some protocols are designed in periodic fashion in which

the node starts sensing the field after a specific interval and sends the information

to the sink or CH accordingly. Query based routing is another mode of routing

in which the base station initiates a command to nodes or CHs for updating the

results. For a reliable sensor network, some protocols incorporate all the above

mentioned strategies in order to operate a node in dynamic condition.

Fault tolerance quality of a sensor node shows its ability to remain functional in

case of partial failures by attempting for recovery. Quality of service is the combi-

nation of metrics required to fulfill the maximum performance of network. These

metrics include availability, delay, throughput and reliability of network.

Security is an open and imperative research issue in WSN. The sensitive data car-

ried by sensor network must be protected from various attacks. Two main modules

i.e. the authentication of a node in the network and secure data routing are usu-

ally focused in the domain of security in WSN. There are many schemes which use

encryption /decryption for data security and exchange of control messages. Since

the scope of a WSN has been extended to various fields during the past decade,

this lead to develop two groups of routing architectures i.e. flat and hierarchical

to be deployed in the respective sensing field. In a flat architecture, each node has

equal rights and scope in the network; while a hierarchical structure designates

nodes to perform special roles in the network i.e. of Cluster Head (CH) to collect

and forward data and of a Beacon Node (BN) to guide other nodes respectively.

1.6 Security in Wireless Sensor Networks

As discussed earlier, WSN has a variety of applications. We also know that sensors

have limited energy resources and processing capabilities. Moreover, they are usu-

ally deployed in open and critical areas exposed to various attacks like jamming ,
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Figure 1.7: Design Issues in WSN

node capture, tampering, Sybil etc. [29]. These attacks or threats directly influ-

ence the application and services of a Wireless Sensor Network. Figure 1.8 shows

some of the attacks designed for WSN. Due to its diverse nature, many traditional

security methodologies designed for other data networks become difficult or im-

possible to implement in WSN [30]. One of the major obstacles in implementing

these methodologies is their processing complexities which lead to a rapid drainage

of the battery of a sensor node [31]. Also, the complexity and processing power of
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Figure 1.8: Some of the attacks in WSN

attacking nodes are evolving day by day. Not only the quantity and complexity of

these attacks are increasing, but also their momentum and nature of attacks. Thus

the need for effective and efficient security mechanism grows with the development

and growth of WSN and its vulnerabilities. The sensitive information routed in a

sensor network must be guaranteed with security and safety i.e. its integrity and

confidentiality. In nutshell, it is imperative to address the security issues during

or at the beginning of system design [32],[33],[34].
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1.7 Attacks in Wireless Sensor Networks

One of the most challenging aspects in WSN is its vulnerability to various security

attacks which affect its performance. Malicious nodes exploit the network security

weaknesses and vulnerabilities to get and forge the sensitive information. There

is a variety of attacks that can be launched on a wireless sensor network. Some of

the most widely launched attacks are discussed below:

1.7.1 Physical Layer Attacks

The physical layer in WSN is responsible for selection and generation of the carrier

frequency, signal detection and modulation etc. There are two major attacks at the

physical layer of WSN, the jamming and tampering attacks. The Jamming attack

is used to interfere the radio frequencies used by the node for communication in a

network. Jamming sources are deployed to disrupt the communication between the

nodes. Similarly, tampering attacks are used to get the cryptographic information

(keys), temper the circuitry and set of instructions. Replacing a sensor node with

a malicious node also comes under the umbrella of tampering attack [35],[36],[37].

1.7.2 Link Layer Attacks

The main responsibility of link layer is framing, multiplexing of data, error and

medium access control etc. This layer is prone to attacks like intentional exhaus-

tion of resources and collision, unfair allocation of resources. The attacker may

cause collisions repeatedly to discard the data and make the node to content for

the medium again and again. This repeated collision and contention also leads the

network to resource exhaustion and battery drainage [38].



Introduction 16

1.7.3 Network Layer Attacks

The network layer is always a hot target for attackers. Most of the attacks are

designed for network layer which include:

• Spoofing attack

• Selective forwarding attack

• Sinkhole attack

• Sybil attack

• Wormhole attack

• Black hole and grayhole attack

1.7.3.1 Spoofing Attack

The Spoofing attack is considered as a direct attack against the routing protocol.

In a spoofing attack, the routing information is spoofed or altered to degrade the

network performance. The main targets of spoofing attack may include routing

loops, depriving a node of network traffic, misleading the nodes about routes,

creating error messages, fake network partitions etc [39].

1.7.3.2 Selective Forwarding

Ideally all the nodes in a sensor network are assumed to deliver accurate data

to the sink. Some of the nodes may have sensitive or real-time information. In

selective forwarding attack, the attacker changes the behavior of a sensor node in

such a way that it starts sending only selected data to the sink. In other words,

the compromised node selectively forward the data and drop the rest.[40].



Introduction 17

1.7.3.3 Sinkhole Attack

In sinkhole attack, the attacker compromises a node in order to make it attractive

to its nodes in the neighbor by creating fake routing information. As a result, the

legitimate nodes chose the compromised node as its next hop and forward data

to it. The sinkhole attack makes selective forwarding very easy since all the data

flows through compromised node [41],[42].

1.7.3.4 Sybil Attack

In a Sybil attack, a malicious node in the network claims to be several different

nodes with different identities at different locations simultaneously. The Sybil

node can easily deceive a legitimate node if it has no physical information of the

other nodes [43]. The success of Sybil attack in WSN depends on how cheaply

the identities can be generated and issued. Apart from effective deployment in

distributed data storage systems, the Sybil attack can also be effectively launched

in data aggregation, and voting systems etc. In case of a powerful Sybil attacking

node, it can create even an infinite number of fake identities. A Sybil attack can

affect the network in different ways depending on the nature of the network. For

example, a Sybil node can divert the traffic towards itself to capture the maximum

information. Similarly, in a voting based WSN, it can increase its own priority by

disseminating its fake identities with a fake location in the network [44] [45].

1.7.3.5 Wormhole Attack

In a wormhole attack, the attacking node captures the packets from a node on one

location and transmits it to the node located at the distant location via a logical

tunnel where the data is then distributed locally. The wormhole attack is very

successful in a network where the nodes do not possess any additional information

about the network or neighboring nodes[46] [47].
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1.7.3.6 Blackhole / Grayhole Attack

In this kind of attacks, a malicious node advertises false and shortest path to

the destination. This advertisement usually occurs during route updation or path

finding process. The gray hole is an advanced and slippery version of black hole

attack in which the attacking node or compromised node decides which data to

forward and which to discard. Thus the main intention of a black hole or gray hole

attack is to intercept or discard the data being sent by a sensor node towards the

destination. These attacks can only be detected by analyzing the sent/received

information at a sensor node [47] [48].

1.8 Research Objectives

The major objectives of this research are two folded. First, we aim to develop a

low complexity authentication scheme for the sensor node in order to counter the

attacks particularly Sybil attack which is the most widely launched attack in sensor

networks. Secondly we intend to develop a secure and energy efficient module for

data routing in WSN. In order to implement the secure module, we use GRACE

(GRadient Cost Establishment) routing protocol [49] which is an energy efficient

protocol but does not provide any security to the network. The energy efficiency

of GRACE has been proved both by simulations and mathematical modeling by

its authors and the results have also been verified by field measurements.

1.9 Research Contributions

In order to achieve the objectives mentioned in section 1.8, the research resulted

in the following major contributions:

• A Signed Response (SRes) based Sybil attack detection scheme is developed

for sensor networks that provides a better defense against Sybil attacks than
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the existing schemes. The scheme is based on authentication mechanism

known as Signed Response (SRES) used in the second generation of Global

System for Mobiles (GSM).

• Secondly, a secure and energy efficient routing protocol known as SEER: Se-

cure and Energy Efficient Routing in Wireless Sensor Networks is developed

which is a hybrid scheme and is based on the Gradient Cost Eestablishment

for route selection proposed for WSNs and voice encryption mechanism used

in GSM .

• In order to evaluate the performance of the proposed schemes, extensive

simulations are carried out over sensor networks of various densities and

traffic scenarios. The obtained results are than compared with the notable

existing authentication and secure routing schemes.

• Expressions for the interception probabilities (The probability that an en-

cryption mechanism is being intercepted by an attacker) of both authenti-

cation and secure routing schemes are developed and modeled.

1.10 Significance and Application of the Proposed

Research

The advancements in the research and development of Wireless Sensor Networks

have changed its dynamics and scope. Low cost authentication and energy effi-

cient secure routing are still open issue that need to be addressed. The research

proposed is aimed to fulfill the current security needs of a wireless sensor network

without affecting its lifetime.This research work can be applied to prevent Sybil at-

tacks in various ways in order to assist designing of a safe Wireless Sensor Network

both for industry or general use (a targeted sensing field). The proposed secure

routing protocol will be applicable in WSNs deployed in hostile environments like

fire zones, battlefields, dense forests for habitat monitoring and spying zones etc.



Introduction 20

This research work can also be exploited to develop a suite for location-based rout-

ing in order to ensure accuracy and integrity of the data. Our proposed scheme

can also be applied to MANETS and robot colonies to prevent their respective

moving nodes from being deceived in Sybil attacks. Through such attacks, a Sybil

node can create a nonexistent congestion to divert the traffic creating troubles for

the drivers. Similarly, in a voting based system, a Sybil node can modify data

by rigging the polling decisions. By implementing the proposed security mecha-

nism in the areas of conflict, one can ensure the integrity of the voting system by

guaranteeing non- rigged results. Moreover, the proposed energy efficient secure

routing protocol (SEER) also lead us to the development of a new approach of

hardware- based security module using advancements in embedded systems that

may avoid high-level language overheads. The high level languages have no way

to communicate directly with underlying hardware. Hence, a compiler is needed

to generate machine code in order to implement the instruction written in high

level language. Compiler generated machine code is always general and the price

to pay for its generality is the extra lines added to the code known as translation

overhead. Optimizers in compilers may reduce translation overhead but they can

never eliminate it. On the other hand, the hardware level implementation can

overcome the above mentioned issues. Assembly language is used for hardware

implementation. The Assembly language has one to one correspondence with the

machine language. Assembler does the translation procedure without imposing

any translation overhead This implies that each instruction of assembly code is

translated to exactly one machine instruction. Therefore, the same code written

in assembly/machine language always results in less number of executable ma-

chine instructions as compared to code written in high level languages such as C,

C++. This new approach will certainly help to design even more energy efficient

algorithms than those are present today.
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1.11 Thesis Organization

The rest of the thesis is organized as follow:

Chapter 2 presents a detailed overview of the related work in the fields of node

authentication and secure routing. The chapter highlights the security issues,

presents a gap analysis and formulates problem for the proposed study. Chapter 3

proposes a signed response based node authentication scheme for sensor networks

and presents a comparative analysis on the basis of simulation results along with

its result comparison with existing schemes. In Chapter 4, a secure energy efficient

routing scheme is presented. Chapter 5 concludes the thesis and discusses future

directions for the extension of proposed theory.
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Related Work

Although security is a common concern for all wired and wireless networks but

wireless sensor networks are comparatively more exposed to security threats due

to their unattended nature. Since the security mechanisms developed for tradi-

tional networks are not applicable in WSN; therefore a rich field of research has

emerged in the name of WSN security in last few years. Due to limited resources,

a WSN requires less complex and light weight solutions. As discussed in chapter

1, there are many attacks that can be launched on a sensor network. The research

community has proposed various counter mechanisms for these attacks in order to

keep the network safe ensuring the privacy of data.

A wireless sensor network faces security threats at many levels. An attacker can

become part of the wireless sensor network if there are no proper procedures for

authentication and authorization. Thus a node must be authenticated before it

becomes part of a wireless sensor network. The second most important intention

of the attacking nodes is to get routing information in order to steal or forge the

data. This issue leads us towards the development of securer routing protocols

in order to protect the integrity of routed data in a wireless sensor network by

consuming less processing time and energy.

This chapter presents a literature survey on the issues and challenges related to

the issues and challenges related to the security of a WSN and its energy efficient

22
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solution. In the start, the impact of Sybil attacks and its counter measures pro-

posed by the research community is highlighted. The chapter also documents the

published literature related to energy efficient and secure routing.

2.1 Sybil Attacks in Wireless Sensor Networks

The scope of wireless sensor network deployment gets increased day by day due

to its low cost, large scaled deployment and self-organizing nature [50–53].

The existing designs of wireless sensor nodes for various applications allow a better

flexibility in terms of communication, exchange of data etc. But their inadequate

battery life, short communication range and limited processing are some of the

main limitations that make them vulnerable to a number of attacks. [52, 54–

56]. Through one or more of these attacks, an attacker can have access to the

confidential information. [57]. Sybil attack is one of the most widely launched

attacks in Wireless Sensor Networks. The Sybil attack is considered very easy

to be launched because of the open and broadcast nature of the wireless sensor

network. The very first Sybil attack problem was introduced by Douceur in peer

to peer networks [58].

Later on the authors in [59] proved that the Sybil attacks may have a significant

effect over the routing protocols. In such attacks, the Sybil node creates multiple

identities at different locations deceiving the Cluster Heads (CH) or the other

nodes of the network and tries to become part of the network.

The current mechanisms to detect Sybil attacks are mainly based upon central-

ized and decentralized approaches. In centralized approach, a central entity is

responsible to determine the attack and point out the attacking node where as in

decentralized approach, a distributed approach is used for this purpose. In [60],

the authors proposed an attack detection model for Sybil attacks based on RSSI.

According to the author, the model does not require any extra resources like third

party or antennas and also the mobility of nodes is supported by the model. One
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of the implemented solutions is certification of the nodes [61]. This mechanism

requires the presence of trusted and authorized third party for the validation of

participating entities. The authors in [62] presented a taxonomy which describes

how the Sybil nodes are created. The authors also proposed few techniques to

counter the Sybil attacks based on radio resource testing, random key distribu-

tion, code attestation etc, and position information.

The authors in [63] proposed a solution for Sybil attacks based upon social net-

works known as Sybil control which is an admission based control designed for

distributed WSN. The proposed solution is basically a protocol in which a node

calculates the computational work done by the other respective node in order to

detect a malicious or misbehaving node present in the network. According to the

authors, a malicious or attacking node does not have the capability to calculate the

computational work of other nodes properly. Similarly another protocol known as

Gatekeeper [64] which is a decentralized admission control protocol is also based

on social network approach.

Another RSSI based solution is proposed in [65]. The authors used K-means

algorithm for the detection of attacking node. According to the authors the pro-

posed solution can also detect the location of attacking node and enough robust

to handle the variable transmission power level of attacking nodes. The RSSI

based solutions are considered to be lighter in overhead since only one message is

communicated but on the other hand, RSSI being a time varying and unreliable

parameter exhibits non-isotropic behavior most of the time. In [66] and [67] , a

ranging method based approach is proposed for Sybil attack detection . However

range-based algorithms involve the distance estimations by using the measurement

of various physical properties of signal such as RSSI, time of arrival (TOA) and

time difference of arrival (TDOA). In [68], a scheme for the detection of Sybil

attack is proposed on the basis of radio resource testing and registration but such

approaches use high power and violate the limitation of battery power consump-

tion. In [69] and [70] , the authors use Gaussian mixture model to read RSSI

readings but the paper does not clearly explain how the Sybil attacks are local-

ized. In [71] the authors proposed a defense mechanism for Sybil attacks based
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upon various resource testing like radio resource testing, position verification and

registration etc. In [72], a hop by hop authentication procedure is proposed. The

authors in [73] proposed a key management mechanism that refreshes all authen-

tication keys in order to prevent them being compromised. The authors in [74]

proposed a framework that is performed by cluster heads in hierarchical WSN.

Similarly the authors in [75] proposed a Sybil attack detection scheme for mobile

networks. The proposed scheme uses watch dog nodes which monitor the network

traffic and its mobility and determine the activities of a sensor node. The au-

thors in [76] proposed a Sybil attack detection scheme based on Fujisaki Okamoto

algorithm. Fujisaki and Okamoto developed a technique to secure the networks

through Asymmetric and Symmetric schemes. The scheme was introduced in Ran-

dom Oracle Model, which is widely used in cryptographic scenarios. The authors

in [77] proposed an event based reputation system (EBRS) for VANET which is a

form of ad-hoc wireless network. The false messages sent by a Sybil vehicle is sup-

pressed with the help of trusted values calculated for each event like car crashes,

traffic jams, congestion etc. These trusted values help the EBRS to isolate the

fabricated messages and their respective sender from the network .

2.2 Energy Efficient Routing in Wireless Sensor

Networks

Energy efficiency and security of data always remained an open research issue in

WSN. Most of the battery power is consumed by the routing of data from one

node to another and therefore the life time of a network mainly depends upon the

efficiency of its routing protocol. More the energy efficient routing, the longer will

be its network life. The delivery of data to the destination without being captured

or forged by the attackers is also a vital issue. There is a variety of protocols

designed for routing data securely while being energy efficient. The authors in [78]

proposed an energy harvesting based protocol known as Intelligent Solar Energy

Harvesting (ISEH). The ISEH helps a node to switch between battery and solar
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power source. The protocol also uses solar point tracking system for the maximum

utilization of sunlight when available. Here again the energy harvesting mecha-

nisms mounted on a sensor not only increases the cost of the sensor node but also

restricts its deployment to dry weather conditions. Moreover, it is also not feasible

to deploy a solar tracking mechanism on a low cost sensor node. A hierarchical

routing protocol known as Low Energy Adaptive Clustering Hierarchy (LEACH)

is proposed in [79] which is considered as one of the initial hierarchical routing pro-

tocols in WSNs. LEACH uses distributed clustering mechanism in which nodes

are selected randomly as a cluster head for a balanced energy consumption and

prolonged network life. The energy level of each node is calculated and compared

with threshold level at the time of CH selection. A node can only become a cluster

head if its energy level is equal or greater than the threshold level. The LEACH

become less efficient when the distance between CH and the base station increases.

Another variant of LEACH is TL-LEACH [80] where TL stands for Two Level.

The TL-LEACH works on a two level of CH, a primary and secondary CH. The

authors proved that TL-LEACH can provide better throughput without affecting

the network life as compared to LEACH. Similarly another hierarchical routing

protocol known as Threshold sensitive Energy Efficient sensor Network protocol

(TEEN) is proposed in [81]. TEEN is a reactive protocol that accepts data from

a sensor node based on some threshold values. A hard threshold value means

that the data is closely relevant to set of predefined attribute and a soft threshold

means that the data differs from the attribute set. A node may never send the

data if the sensed data does not reach the hard threshold. Also, the protocol may

not work efficiently where the regular transmission of data is required. Another

energy efficient protocol known as Power-Efficient Gathering in Sensor Information

System (PEGASIS) is proposed in [82]. The PEGASIS uses hop-by-hop commu-

nication to deliver data from a node to the base station. The proposed protocol

also consumes lesser bandwidth since only local communication is allowed between

the nodes. Moreover, PEGASIS does not require any CH selection and efficiently

works in flat wireless sensor networks. Energy-efficient, Delay-aware, and Lifetime-

balancing Data Collection Protocol for Heterogeneous Wireless Sensor Networks
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(EDAL) is another routing protocol proposed in [83] which is stemmed from open

vehicle routing problem of operations research method. The protocol can work

both in centralized and distributed network. According to the authors, the EDAL

can also utalize compressive sensing, an emerging technique which can reduce the

traffic and its cost while collecting and transmitting in loose delay bounds.

Moreover, the authors in [84] proposed an energy efficient routing protocol. The

technique is focused on the minimal use of power but requires the location in-

formation of each node through GPS or other location techniques. In [85], the

authors proposed a scalable cost aware routing in WSNs. Cost awareness refers

to longer network life by choosing the optimum route having maximum residual

energy. Similarly, another approach based upon minimum cost packet delivery is

proposed in [85]. The proposed technique calculates the minimum cost path from

a source to the sink. However, this approach may be suitable for static WSN

but not for mobile WSN as the random movement of mobile nodes can create

considerable changes in network topology. A new approach of routing based on

renewable energy is proposed in [86] known as Energy Harvesting Aware Routing

Protocols. This technique proposes a mechanism to harvest the energy from ex-

ternal resources such as energy from wind, solar, motion, noise etc. However this

technique requires additional resources to be mounted over the node. Moreover,

another energy harvesting protocol is the Distributed Energy Harvesting Aware

Routing Algorithm (DEHAR) [87] which operates on a metric named as energy

distance for selecting the optimum route. This metric calculates the route with

minimum total energy distance instead of spatial distance. But this shortest en-

ergy distance is calculated by methods such as directed diffusion or flooding which

incurs routing overhead.

The authors in [88] designed a routing protocol with energy management function-

alities known as Opportunistic Routing algorithm with Adaptive Harvesting-aware

Duty Cycling (OR-AHaD). OR-AHaD is an opportunistic and adaptive protocol

which can dynamically tune the duty cycle of a sensor node based upon the re-

maining power in order to prolong its life in the network. The protocol however

requires a regular update of energy levels and geographic information of a node.
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Moreover, the frequency of power updates increases with the passage of time as

the power level of nodes decreases.

2.3 Secure Routing in Wireless Sensor Networks

Although there are many commonalities of WSNs with both of the wired and

ad hoc network, they also exhibit a number of distinctive properties which make

them different from the latter two networks. These unique properties include spe-

cial low-cost physical design of a node, ability to work in the hostile environment

and hop-by-hop communication etc. Secure routing in WSN is another most chal-

lenging and hot topic which attracted the research community in last few years.

As we know that WSNs have diverse and distinguished characteristics from the

traditional networks; therefore, the secure routing protocol designed for these tra-

ditional networks does not comply with that used WSN. There are many secure

routing protocols designed for WSN explicitly.

A secure routing protocol known as SAODV which is the extension of AODV is

proposed in [89]. The mechanism used in SAODV known as double signature used

for authenticity but increases the processing overhead since signature on every

chunk of data is an expensive process. To solve this limitation of SAODV, the

authors in [90] proposed another protocol known as A-SAODV. In A-SAODV, the

nodes use request/reply mechanism like wireless networks. Reply to the request

will be sent by node only if it is not overloaded. Also, the replying node can

determine whether to use single signature or double signature based upon pro-

cessing overhead. This mechanism is good in theory but again not suitable for

resource constrained WSNs. Similarly, the authors in [91] proposed an encryp-

tion and authentication based protocol. The proposed scheme named as Efficient

and Secure Routing Protocol Based on Encryption and Authentication for Wire-

less Sensor Networks (BEARP) which claims routing information confidentiality,

authentication and integrity of data. As discussed earlier the network life and
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processing overhead, convergence time, network traffic etc. are the challenges that

arose while designing a secure routing protocol. The BEARP exchanges too many

control messages like confidential data enquiry (CDE), Routing Path Selection

System (RPSS), Confidential Enquiry Reply (CDER), Confidential Route Reply

(CRR), Acknowledgement. Even thoug all the communication between Base Sta-

tion (BS) and sensor nodes remains encrypted, still the BS add a random number

RB and a time stamp TB as an additional secure layer which obviously adds the

processing overhead head to the nodes. The BEARP does not explain what is the

probability of success and failure of the proposed scheme. Moreover, the paper

lacks about the explanation what is the convergence/setup time of the proposed

scheme. Similarly, the authors in [92] represents a secure ant colonization based

routing protocol. According to the paper the proposed methodology has the capa-

bility to cop with multilayer security threats however, the term multilayer has not

been explained clearly . The proposed methodology in the paper uses Ant Clony

Optimization and claims to achieve the security by four features like route discov-

ery, route selection, route security and data forwarding. The route is discovered

by launching a broadcast request that reaches to destination and the destination

responds with acknowledgment through back ward broadcast. The path through

which the packet arrives earlier is elected as shortest path. The watch dog al-

gorithm is used to decide whether a packet needs to be secured before sending

or not, if yes, the RC4 algorithm used to encrypt the data. The paper does not

explain how the RC4 algorithm is embedded with the proposed scenario also the

probability of success or failure of secure model is also not highlighted.

The WSN faces the same security challenges as any ah-hoc network would [93] [94].

There are other routing protocols that attempts to secure the network like Tiny-

Sec [95], Spins [96], TinyPK [97], TinyECC [98], [99] LS-LEACH [100] The most

popular technique in security domain of routing is the encryption and decryption

of data. This technique is used to prevent or detect the unauthorized parties or

malicious behavior of a sensor node. However, these solutions mostly run over ap-

plication level resulting in a complex code implementation in higher level language

which adds processing over heads for the processor of a node. This phenomenon
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eventually fails the claim of secure and energy efficient routing protocol.

2.4 Provision of complexity reduction and en-

ergy efficiency in authentication and secure

routing

Usually, authentication and secure routing are complex mechanisms involving a

number of searching, matching and executing procedures that exert high compu-

tation burden on a computationally constrained node and cause major battery

drainage. it is thus very important that the procedures used for authentication

and secure routing must be light weight in terms of processing and size of the

algorithm. Similarly, secure data routing is another challenge in WSN which is

considerably investigated by the researchers [101–104]. There are many secure

routing protocols designed for wired and wireless networks but they are not fea-

sible for a sensor node due to their high space and time complexities [105]. Thus

a low complexity and energy efficient routing is a major challenge a WSN has to

cope with. Until now, a significant research has been carried out to design energy

efficient and secure routing protocols but still, there is no single viable solution

acceptable for all scenarios of WSN. It is worth mentioning here that the attacking

strategies are evolving along with efficient processing techniques of sensor nodes.

Keeping in view the momentum of WSN demand in data sensitive environments

and other commercial products, a time will come when a single layer security

shield would become insufficient to counter the attacks. An attacking node will

easily forge or steal the data even in the presence of an efficient single layer secu-

rity algorithm. Due to the ever increasing processing power of sensor node, the

probability of breaking a single security shield will become higher day by day.
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2.5 Problem Statement

As discussed earlier in literature survey, there are varieties of attacks that intend to

compromise a Wireless Sensor Network. Each of the attacks has a specific objective

like altering the information, choking the network, minimizing the network life,

creating partitions etc. Sybil attack is one of the most widely launched attacks

in WSN. A Sybil node creates multiple identities in the network to deceive the

corresponding nodes.

The Sybil node once becomes part of the network can get all the routing informa-

tion and forward the data to its own base station. Moreover, a secure and energy

efficient routing protocol is still an open issue in WSN. Energy efficient routing

protocols mostly proposed in the literature do not consider the security of their

data and focus only on data routing.

Similarly, on the other hand, most of the security algorithms proposed so far are

either based on symmetric key cryptography or provide solutions only for the

attacks. Thus a node has to run more than one protocol if security and energy

efficient routing are required. As the attack mechanism and processing capabilities

of attacking nodes are strengthening day by day and it seems that only one-tier

security protocols (either only Secure or Energy Efficient Routing protocols) may

not be enough to prevent a network from being attacked while consuming lesser

energy. Even most of the secure routing protocols do not embed authentication

procedures along with data encryption techniques.

Moreover, there is no viable single protocol in WSNs that can cater to the needs of

the security of the network while processing security procedure and routing data in

an energy efficient manner. The goal of this research work is thus to design a secure

and energy-efficient routing protocol for WSN in order to improve the network

life and data integrity. For this purpose, the aim is to use the Signed Response

(SRES) security mechanism and A5 based voice encryption implemented in 2nd

generation Global System for Mobile Communication (GSM). Based on public key

cryptography, the SRES is responsible for authenticating a mobile node whereas
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the A5 encrypts the voice data of two parties during dwell time. We develop a 2-

tier security mechanism consisting of node authentication and secure data routing

without exhausting the network life and throughput. The proposed protocol is

evaluated and compared with current state-of-the-art solutions both in terms of

energy efficient routing and security.

In order to extend the simplicity in our research, the Sybil attack is targeted in

the security module of the proposed protocol. A developed model for the proposed

solution will be implemented in MATLAB R© since it provides more liberty in the

simulation environment at physical layer as compared to other simulators.

2.6 Chapter Summary

Chapter two is focused on the work done in order to improve the authentication

and data security processes in wireless sensor networks. A Sybil attack which is the

most widely launched attack in WSN is discussed in terms of solution proposed by

research community through different techniques. Energy efficiency in data routing

is one of the key research issue which plays a vital role in the network lifetime of a

WSN. Various protocols have been designed for energy efficient data routing but

this is not enough. The data transmitted in a WSN is prone to various attacks

and a one-tier secure module is becoming incapable to counter these attacks. Thus

there is a need of various modules that ensure maximum security with minimum

complexity and energy consumption. The goal of this research work is to design

and develop a node authentication and secure data routing mechanism in order

to improve the network life and data integrity. The Signed Response (SRES) and

voice encryption of GSM is used to achieve the desired results.



Chapter 3

Signed Response Based Sybil

Attack Detection Mechanism in

Wireless Sensor Networks

3.1 Introduction

Security is always a major concern in Wireless Sensor Networks (WSNs). Identity

based attacks such as Spoofing and Sybil not only compromise the network but

also slow down its performance. In this chapter, a Sybil attack detection scheme

is proposed that is based on Signed Response(SRes) authentication mechanism

developed for Global System for Mobile (GSM) communications. A probabilistic

model is presented which analyses the proposed authentication mechanism for its

probability of Sybil attack. The chapter also presents a simulation based compar-

ative analysis of the existing Sybil attack schemes with respect to the proposed

scheme. It is observed that the proposed Sybil detection scheme exhibits lesser

computational cost and power consumption as compared to the existing schemes

for the same Sybil detection performance.

As discussed earlier in Chapter 1 and 2, almost every existing protocol proposed

for the detection of location based attacks (like Sybil attack) in sensor networks

33
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focused only, on security and prevention from attacks neglecting the effect of its

computational complexity on the resource-constrained and bottleneck parameters

like power consumption, processing capability, traffic intensity and message la-

tency. These parameters may lead the network towards poor performance if not

handled properly. In this chapter, an algorithm is proposed to prevent the sen-

sor network from location based attacks like spoofing attack and Sybil etc. The

scope of this work is intentionally made limited to Sybil attack in order to extend

simplicity for the reader. The proposed authentication scheme is inherited from

the SRes (Signed-RESponse) authentication mechanism used in second generation

cellular mobile communication system, the Global System for Mobile communica-

tion (GSM) [106]. The SRes mechanism is responsible for authenticating the user

and encrypting the voice data. In order to implement the SRes in WSNs, we mod-

ified the original scheme to fit it into ad-hoc scenario. Simulations are performed

to validate the performance of the proposed algorithm in MATLAB R©. From

the simulation results, we prove that the proposed scheme is not only efficient to

detect the Sybil attack, but also requires lesser processing and battery power as

compared to notable existing authentication schemes. Moreover the scheme creates

little message overhead resulting in negligible increase in the traffic of the network.

In order to prove the efficiency, comparison of the proposed algorithm is carried

out with two notable attack detection and authentication schemes i.e. Detect-

ing and Localizing Location Based Attack Detection in Wireless Sensor Networks

(LBAD) [65] and Light Weight Sybil Attack Detection in MANETs (LwSAD) [60].

Both the schemes are evaluated over probability, processing overhead and power

consumption.

3.2 Working of authentication algorithm in GSM

The signed response procedure is originally designed for second generation GSM

based networks. This mechanism is responsible for hand set authentication to

the network. The A3 algorithm is used to produce a Signed Response against the

challenge (SRes) as elaborated in Fig 3.1 . The Subscriber Identity Module (SIM)
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also contains the ciphering key generating algorithm (A8). The A8 algorithm is

used to calculate the 64-bit ciphering key (Kc) which is used to encrypt the voice

data before it is sent over the channel. The ciphering algorithm A5 is used to

authenticate and ensure the secure communication between the Mobile Station

(MS) and the network. The GSM network initiates a request and sends to mobile

station over the channel. The A3 algorithm which is embedded in the handset

is responsible to generate the signed response (SRes). The block diagram of A3

algorithm is shown in Fig 3.2 which involves the process of creating a 32 bit signed

response from 128 bit key (RAND). The detailed step by step procedure of mobile

Figure 3.1: Authentication Process in GSM

authentication and voice encryption in GSM is given below

1. The Mobile Station (MS) initiates process to sign in to the network.

2. A request for 5 triples to Mobile Services Switching Center (MSC) is for-

warded from the Home Location Register (HLR).
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3. The triples are created by Home Location Register and sent to MSC com-

prising of following main components:

• 128-bit random challenge (RAND)

• 32-bit matching SRes

• 64-bit ciphering key used as a Session Key (Kc)

4. From the first triple, a random challenge is sent to Base Transceiver Station

(BTS) from The Mobile Services Switching Center. The BTS then forwards

the challenge to Mobile Station.

5. After receiving the challenge from BTS, the mobile station starts the process

of encryption with with authentication key Ki assigned to it. The encryption

process is carried out with the help of A3 algorithm.

6. Mobile Station creates a SRes and sends to the BTS.

7. The Base Transceiver Station forwards the SRes to the Mobile Services

Switching Center.

8. The SRes is verified by Mobile Services Switching Center.

The use of A8 algorithm for session creation by a mobile station is not discussed

in this section since it does not come in our scope.

3.3 The Proposed Signed Response Based Sybil

Attack Detection Mechanism

3.3.1 Network model and assumptions

Fig 3.3 Illustrates a distributed network with hierarchical structure having Cluster

Heads (CHs) along with the member sensor nodes. We assume that the CH be a

powerful node that may become a sink in case of a centralized network. The Sybil



Low Complexity Signed Response Based Sybil Attack Detection Mechanism in
Wireless Sensor Networks 37

Figure 3.2: Block Diagram of A3 Algorithm Generating 32 bit SRes

Nodes S are assumed to be present in the network and they have the complete

information of security mechanism of the network. The CH is responsible to

monitor the behavior of sensor nodes in its vicinity and ensure that there is no

attacker or Sybil Node. The CH sends the attack information to the BS or any

controlling entity if determined. Although only one BS is shown in Fig 3.3 but

there could be as many BS as required by the network and environment. The

deployment of nodes can be arial or manual depending upon the nature of physical

environment. Each sensor node is assigned an ID and the position of the sensor

node is assumed to be known to it. We also assume that the sink or cluster head

has all the necessary information about member sensor nodes like sensor ID, sensor

MAC address and the assigned authentication key Ki .

3.3.2 Proposed Methodology

In order to implement the SRes Mechanism in WSN, we make necessary mod-

ifications in the existing authentication scheme and implemented in GSM. The

proposed mechanism can also be used both in centralized and clustered ad-hoc en-

vironment. In ad-hoc mode a sink is responsible to coordinate with all the nodes
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Figure 3.3: An Overview of Sensor Network with Sybil Nodes

in the network where as in clustered mode, a cluster head can authenticate the

node. The step by step procedure of the proposed algorithm is given below:

1. The triples are generated and provided by the server or Cluster Head (CH)

or sink side. The triples are comprise of the following:

• 128-bit random challenge (RAND)

• 32-bit matching SRes

• 64-bit ciphering key used as a Session Key (Kc)

.

2. RAND is forwarded to the sensor nodes as a challenge in order to authenti-

cate it.

3. This challenge can be sent either as a broadcast if all the nodes need to be

authenticated through single challenge number or as a unicast if a specific

node is meant to be authenticated.
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4. Every node has a MAC address and is also provided a pre-shared key Ki.

Thus, a node can produce the SRes either with MAC address or Ki depending

upon the implementation.

5. The signed response SRes can be sent by the node either directly to a server,

CH or SN depending upon the nature of the wireless sensor network.

6. The Server, CH or sink verifies the SRes sent by the node and acts accord-

ingly (allow or disallow the node)

Fig 3.4 shows the block diagram of proposed authentication scheme where a sink

generate and forward a challenge to the node(s). The MAC address of each node

that can be considered as Ki is required to be registered with the sink or CH.

The GSM does not allow a mobile station to authenticate the network.However in

our proposed scheme, we will use the SRes to authenticate the network by each

member node of the network. In order to verify the network, a node N can request

the sink or cluster head to resend its already sent SRes to it for confirmation. It

means, a node can verify that it is communicating with the right and authentic

network or not. However this verification can be carried out after certain number

of SRess have already been generated by the node N. As an extension of this work

in future, we will enable the node to reverse the authentication process without

sending any challenge to the network.

3.3.3 Attack model and defense strategy

In order to launch the attacks and test the efficiency of the proposed scheme, we

establish a network of 1000 sensor nodes deployed randomly in an arbitrary area.It

is assumed that each node is able to communicate with at least one neighboring

node in the network. Since the proposed scheme can work both in centralized and

hierarchical networks, we take both structures on board in our simulations while

launching attack and executing defense mechanism. The Sybil Node present in

the network is assumed to be a powerful node with respect to both processing

and battery power. A Sybil Node cannot be registered to the network until it
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successfully verifies itself as a member sensor node of the network either to the

server, CH or SN. To become a member of the network the Sybil Node launches

repeated attacks in two ways; it either generates and sends the fake IDs to the

respective SN or CH or attempts for stealing the ID of a valid member sensor node

from the network. If the Sybil Node with a fake ID/ gets success to participate in

the network without being identified, we will call it a valid Sybil identity. In order

to make the situation harder for a Sybil Node, we will perform validation test.

There are two types of validations, Direct Validation and Indirect Validation. In

direct validation, a node can directly check whether the node in its neighborhood or

vicinity is having a valid identity or not based upon the knowledge it possesses. In

indirect validation, different nodes can communicate during validating a targeted

node so that a globally consistent decision can be made. The indirect validation

mechanism is considered to be costly as compared to direct validation because in

the latter case, if a node A having an identity IDi tries to validate an identity

IDj of a node B, the massages need to be exchanged only between nodes A and

B via a single hop; where as in the former case, other nodes of the network have

to be taken on board for an identity validation. In order to prove the efficiency of

the proposed authentication protocol, we evaluate it on both direct and indirect

validation processes. To verify a node and its identity in the network through direct

validation, the verifier (CH or SN) challenges the identity by sending challenge to

the targeted node laying in its one-hop neighborhood. The challenge in our case is

a 128 bit random number generated by authenticating party i.e. the server or CH

or SN. Upon the reception of challenge number, the targeted node will encrypt it

with either its MAC address or Ki with the help of A3 algorithm to generate the

SRes. At the same time the authenticating party also calculates the SRes from the

random number sent and the sameKi from the database as with the targeted node.

When the authenticating party receives the SRes from the targeted node, both the

values of SRes are compared. These values must be the same if the node is a valid

one otherwise it will be declared as Sybil Node. In case of indirect validation,

the authenticating node N sends a challenge to a targeted node T which is not in

its one-hop neighborhood N. Thus, this challenge has to reach the targeted node
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Figure 3.4: Block Diagram of Proposed Authentication Scheme for Wireless
Sensor Networks

in a hop-by-hop manner. Upon the reception of the challenge, the node T will

calculate the SRes through A3 algorithm and sends back to node N. The process

of calculating the SRes is the same as discussed for direct validation.

The steps involved in proposed authentication scheme is represented in algorithm

1. The Line 1 generates five vectors of sizes 32,64,128,256 and 512. Note that

each value of table Ti ranges from 0 to 24+j−1, where j = 1, 2, . . . 5. In line 4 the

Sybil node generates and forward the SRes to the authenticating party through

Ψa(T,Rk,Ψr,16(0 to 28 − 1)) where as the authenticating party validate the SRes

received from attacking node through Ψa(T,Rk, Ki,j,where j = 1 to Pool Size)

Similarly the lines 10-23 shows the step by step process of X ⊕R by dividing the

RAND and Ki in to LHS and RHS to produce the 32 bit SRes.
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Algorithm 1 Algorithm of Proposed Authentication Scheme

1: Ti,1:24+i ← Ψr(0 to 2(4+i−1) − 1), i ∈ {1, 2, 3, 4, 5}
2: {Sybel attack}
3: for 1 to number of attacks do
4: if Ψa(T,Rk,Ψr,16(0 TO 28 − 1)) = Ψa(T,Rk, Ki,j), where j = 1 to Pool

Size) then
5: useble Sybil
6: else
7: sybel detected
8: end if
9: end for

10: SRes = Ψa(T,R k,K i)
11: for i← 1 TO 8 do
12: X1:16 ← K i
13: for j ← 1 TO 5 do
14: for l← 1 TO 25− j do
15: m← l
16: n← m+ 25− j
17: y ← ((Xm + 2 ∗Xn)mod29− j) + 1
18: z ← ((2 ∗Xm +Xn)mod29− j) + 1
19: Xm ← Tj,y
20: Xn ← Tj,z
21: end for
22: end for
23: end for
24: Convert X to corresponding binary key B
25: Permute B
26: SRes← B1:32

3.4 Probabilistic Model of the Proposed Scheme

let the key size be α, and the pool size in the sink be β.

Ki where (1 ≤ i ≤ n) is the pre-distributed ith key from a vector space K =

K1, K2, K3 . . . Kn of size n = 2α. If the Sybil node generates a random key Ka,

than the probability of this key being a valid key is

P (Ka) = P (Ki) =
1

| K |

where | K | is the cardinality of the vector space K. Since | K |= n therefore

P (Ki) = 1
2α
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This gives us the probability of a randomly generated key to be accepted by the

sink. let us suppose that a node uses a pool size of β of pre-distributed keys,

then S be the subspace of pre-distributed keys in the pool such that S ⊆ K where

S = {SiεK | 1 ≤ i ≤ β}. Now the probability of any key Si being in the subspace

S, P (Si) becomes

P (Si) = βP (Ki)

Probability that a key Sa is being attacked by the Sybil node from the pool of β

keys is:

Prob(Sa) = P (Si) = P

Suppose we have M number of Sybil nodes attacking on a network. The probability

that j attacking Sybil nodes are successful out of M nodes is given as:

Prob(j Sybil nodes are successful out of M nodes)

=

(
M

j

)
P j (1− P )M−j

=

(
M

j

)
[ β P (ki)]

j [1− βP (ki)]
M−j

=

(
M

j

)
βj

1

2αj

[
1− β

2α

]M−j

=

(
M

j

)
βj

2αj

[
2α − β

2α (m−j)

](M−j)

=

(
M

j

)
βj (2α − β)M−j

2αj.2αM .2−αj

=

(
M

j

)
βj (2α − β)M−j

2αM
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Therefor probability of total successful Sybil attacks if M nodes attack the network

is given as:

Pmax =
M∑
j=1

(
M

j

)
βj

2αM
(2α − β)M−j

Fig 3.5 shows the probability that at least one Sybil node is successful out of M

attacking Sybil nodes in the proposed Sybil prevention scheme. Moreover Fig 3.6

shows the maximum probability when one or more attacking Sybil nodes become

successful under different sizes of authentication key. This figure shows a sharp

exponentially declining trend in the probability as the number of useful Sybil nodes

increases.

Figure 3.5: Successful Probability of at least one Sybil node in a pool of M
Sybil nodes

3.5 Results and discussion

In this section, we discuss the simulation results and provide a detailed perfor-

mance analysis of the proposed scheme. As discussed earlier, the simulations are

based on a network of 1000 sensor nodes. The parameters that we consider for

performance are probability of usable Sybil, traffic behavior, power consumption

and probability of attack detection.
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Figure 3.6: Probability of Successful attacks by Sybil nodes

3.5.1 Probability of usable sybil

The capability of a security algorithm can be better judged on the basis of its

probability of letting Sybil nodes successfully utilize the network. Fig 3.7 shows

the probability of successful Sybil attacks as exhibited by the proposed and refer-

enced mechanisms. If a Sybil Node is successfully injected to the network without

being detected, we call it usable attack. The attacks are launched and tested with

the pool sizes of NKc=1 and NKc =2. The case of NKc=2 is even more harder

for Sybil Node to get through as compared to NKc=1. However the earlier case

requires relatively more processing overhead than the latter one. The result shows

that the proposed scheme provides a batter protection since the probability of

usable Sybil Node is lower in both cases (NKc=1 and NKc =2) than the LBAD

and LwSAD.



Low Complexity Signed Response Based Sybil Attack Detection Mechanism in
Wireless Sensor Networks 46

Figure 3.7: Probability that a Sybil Node will go Undetected by the Various
Algorithms.

Figure 3.8: Simulated Traffic behavior of the WSN while executing the pro-
posed and existing authentication schemes
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(a) Indirect Validation (b) Direct Validation

Figure 3.9: Power Consumption and Remaining Number of Alive Nodes as
a Result of Power Consumption by Participating Nodes During the Process of

Authentication in Various Algorithms

Figure 3.10: Probability of Sybil Node Detection by the Proposed Algorithm
in Comparison with the Existing Algorithms
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3.5.2 Traffic Analysis

The life time of a Wireless Sensor Network is directly proportional to the rate

of exchange of packets. Excessive amount of packet exchange leads to a rapid

battery drain due to which the network may die out. Fig 3.8 shows the behavior

of algorithms against the traffic of the network during authentication process. It

can be observed from the figure that the proposed scheme produces lesser number

of packets in both cases of NKc=1 and NKc =2 as compared to LBAD and LwSAD.

The number of packets generated is also directly proportional to the number of

authentication rounds launched by a node or CH and will thus be borne at the

cost of enhanced security of the network. this result also verifies our claim that the

proposed scheme consumes lesser processing power and does not adversely affect

the network life time.

The little overhead produced as a result of exchange of packets regarding authenti-

cation of the nodes can be bared at the cost of secure network. The traffic overhead

is directly proportional to the number of authentication procedure launched by CH

or SN depending upon the network.

3.5.3 Node power consumption

While designing a protocol for sensor nodes, the power consumption should al-

ways be taken on-board especially when the network has no resource of additional

power supply once deployed. The power consumption of nodes is also calculated

in case of direct and indirect validation of the nodes. As already discussed, the in-

direct validation requires more processing and communication power as compared

to direct validation. Fig 3.9 (a and b) illustrates the results of simulation with re-

spect to power consumption in both direct and indirect validation process against

authentication rounds. The graph shows the combined power consumption of all

nodes either at both ends of the communication link or at the intermediate nodes

during the process of authentication of a node or a set of nodes. The proposed
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authentication protocol consumes much lesser power in indirect validation as com-

pared to direct validation as shown in Fig 3.9 (a and b). The power consumption

in case of indirect validation is due to information exchange like challenge and

SRes between the originating and destination sensor nodes. This operation en-

gages all the nodes that come in the path. Power consumption in case of indirect

validation thus depends significantly on number of nodes. Larger networks will

consume more power in indirect validation and vice versa.

3.5.4 Probability of attack detection

Probability of attack detection is a major parametric criterion to evaluate the per-

formance of a security algorithm. Fig 3.10 represents the probability of detection

shown by each algorithm applied on the network. It can be clearly seen that the

proposed algorithm provides a better protection against the Sybil attacks. If we

increase the pool size of keys in the sensor nodes, the situation will become even

harder for the Sybil Node. However this may demand more memory and process-

ing capability available at each sensor node. Therefor we limited the size up to

NKc=2. The pool size thus is subject to the requirement of the desired security

level, power availability at the sensor nodes and number of nodes in the network.

3.6 Chapter Summery

The existing approaches of defense against the Sybil attacks are becoming in-

capable day by day due to increase in the processing power and capability of

attacking nodes. A Sybil node can now launch thousands of attacks before its

battery gets drained or its processing capability is exhausted. In this chapter, we

have proposed a Sybil attack detection mechanism which is based on the SRes

authentication mechanism developed for Global System for Mobile (GSM) com-

munications. The SRes mechanism is responsible for authenticating the user and

encrypting the voice data. The proposed scheme can be implemented in both hier-

archical and centralized Wireless Sensor Networks. The proposed scheme has been
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analyzed for its performance under various Sybil attacks. The scheme has been

evaluated for its probability of detecting Sybil nodes when different authentication

key pool sizes are utilized. After extensive simulations, it has also been observed

that the proposed scheme is able to detect Sybil attacks with higher probability as

compared to existing state-of-the-art existing schemes. It has been observed that

the proposed Sybil detection scheme exhibits lesser computational cost and power

consumption as compared to the existing schemes for the same Sybil detection

performance.



Chapter 4

SEER: Secure and Energy

Efficient Routing mechanism

4.1 Overview

Wireless Sensor Network (WSN) is a self-configuring wireless network composed

of either static or mobile nodes without any infrastructure (ad-hoc mode). The

Sensor nodes in a network are equipped with variety of functions like sensing,

processing, aggregation, exchange of data etc[107]. The size of a WSN may range

from a few hundred to thousands of nodes depending upon the requirement in the

area of interest. Energy efficiency and security are two major and all time open

issues in WSN [108]. Energy efficiency is the process of preventing a node to drain

its power while performing various functions like processing, sensing, communica-

tion and other internal executions. One of the beauty of WSN is its function in

hostile environment where the power source can not be replaced once a node is

deployed [109]. Also, with the advent of MEMS technology, the scope of a sensor

node can be enhanced by mounting new features over its sensor board. However,

such features will expedite the energy drainage of a node [110]. Thus, a sensor

node may die in relatively lesser time after its deployment if its operations are

handled improperly. In other words, an energy efficient node is the one whose

51
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operations consume minimum power during execution. Such operations include

routing, sensing, processing, authentication and security. Apart from the usual op-

erations that any sensor node has like sensing, processing and routing, security can

be termed as a top-up for enhanced features. Traditionally, the security in WSN is

referred to three main domains, confidentiality, integrity and availability of data.

Violating confidentiality of data refers to the learning of sensitive information by

unauthorized entity [111]. Integrity violation occurs when someone modifies the

information without having proper rights and finally the violation of availability

of a system is when the system starts malfunctions or is prevented to perform its

desired function [112]. This research mainly focuses on the use of WSNs in such

hazardous areas like battle field, fire zone etc. where security and energy efficiency

are the issues of major concern. In a battle field, various types of sensor nodes

can be deployed like soldier trackers and acoustic sensors to monitor the approach

of enemy while securing the parameters [113]. Other extreme application is the

fire zone where human access is not possible. Here, the sensor is mainly used for

detecting life inside the building, taking the readings of fire and collecting building

information.

A Wireless Sensor Network is always prone to various types of attacks that can

be launched to interfere the operation and steal or forge the data like wormhole,

sinkhole, Sybil attacks [114]. The network once gained by the attacker may start

malfunctioning in various ways which must be monitored and isolated after de-

tection [115]. The sensor nodes once deployed mostly become vulnerable and

inaccessible in hostile situation for the replacement of power source or other mod-

ules. Thus, in addition to securing data during routing, the nodes in such situation

must also be able to prevent the wastage of energy in order to prolong the network

life. The routing protocol must be able to select the most optimum path for the

routing of data to minimize the energy consumption. Thus, there are two focused

objectives, energy efficiency, and security of the data. Most of the existing routing

protocols can handle either energy efficiency or security of data at a time [114].

Moreover, the security algorithms are mostly implemented as part of application
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layer causing additional cosmetics and overheads for processor, which at one side,

although provides the security but consumes much more processing power at the

other side. The routing protocol must balance the two objectives of energy and

security by implementing the security algorithm at hardware level instead of its

implementation at application level.

This chapter proposes a secure and energy efficient scheme for routing of data

known as Secure and Energy Efficient Routing (SEER) that not only provides

end to end security of data but also strives to minimize energy consumption. The

proposed scheme is designed to be implemented at hardware level to minimize the

processing overhead and save battery power. We use GRACE routing protocol

as a platform for the routing of data in an energy efficient way. The GRACE

protocol is necessarily modified in order to fit-it-in the scenarios of secure routing.

The simulation results show that the proposed security module is not only energy

efficient but also provides a strong security against data interception attacks. In

order to prove the efficiency, the proposed algorithm is compared with two notable

secure routing i.e. An Energy Efficient Trust-Aware Routing Protocol for Wireless

Sensor Networks (ETRAP) [116] and secure routing protocol using cross layer

design and energy harvesting in wireless sensor networks [117].

The proposed scheme introduces a secure and energy efficient routing mechanism

by embedding A5 encryption scheme with the energy efficient routing protocol.

The A5 encryption scheme is also used for voice encryption in Global System for

Mobile communications (GSM) [106]

We embed packet securing info in to header for the safe arrival of data at the

destination. One of the beauty of A5 algorithm is that it can create a key for

encryption of any length. Thus, the proposed scheme can support the data packet

of 32,64 and 128 bits. The proposed routing protocol can be implemented both

at centralized as well as hierarchical sensor network depending upon the needs

and requirements. Simulations are performed to validate the performance of the

proposed algorithm in MATLAB R©. From the simulation results, we prove that
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the proposed scheme is not only secure enough to protect the data, but also requires

lesser processing and battery power as compared to notable existing data securing

schemes. Also, the proposed scheme consumes lesser convergence time to become

ready for exchange of data. Moreover, the scheme creates little message overhead

resulting in negligible increase in the traffic of the network.

4.2 Working of A5 algorithm used in GSM

As discussed earlier, the A5 encryption procedure is originally designed for second

generation GSM based networks. This mechanism is responsible for the confi-

dentiality of voice data between the parties. The Subscriber Identity Module

(SIM) contains the ciphering key generating algorithm , the A8 algorithm. The

A8 algorithm is used to calculate the 64-bit ciphering key (Kc ) which is used to

encrypt the voice data before it is sent over the channel. The ciphering algorithm

A5 ensures the secure communication between the Mobile Station (MS) and the

network. The GSM network initiates a request and sends it to mobile station

over the control channel. The mobile station is first authenticated through Signed

Response utilizing A3 algorithm.

After successful authentication, the following steps are carried out in order to

incorporate voice encryption mechanism:

1. The mobile station receives a random number RAND from the Base Station

(BS) as a challenge.

2. The Mobile Station generates a key known as Session Key Kc .

3. This session key is produced by utilizing the A8 algorithm, the Subscriber

Authentication Key Ki assigned to each Mobile Station, and the random

challenge RAND.

4. The Mobile Station sends the Session Key Kc to the BTS.
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5. In the meanwhile, the Mobile Services Switching Center also produces and

sends its Session Key Kc to BS.

6. The BS receives the Session Key Kc from the Mobile Services Switching

Center and the mobile station and compare them to verify its authenticity.

7. The BS verifies the Session Keys received from the Mobile Station and the

Mobile Services switching Center. The voice encryption algorithm A5 is then

initialized with the verification of the Session Key Kc . The A5 encryption

scheme uses three shift register in processor i.e. X, Y, Z the values assigned

to these registers are as follow:

(a) X= 19 bits (X0, X1, X2, X18) first 19 bits of Kc loaded to X

(b) Y= 22 bits (Y0, Y1, Y2, Y21) next 22 bits loaded to register Y

(c) Z= 23 bits (Z0, Z1, Z2, Z22) last 23 bits loaded to register Z

Fig. 4.2 and Fig. 4.3 represent the execution of process inside a processor. After

the bits are shifted to the respective registers, a majority rule is applied to elect

the successor. For this purpose, bits from position X8 Y10 and Z10 are picked

from X, Y and Z registers respectively. The majority rule picks two successors

based on bit one or bit zero. The position having maximum numbers of 1s or 0s

will become successor like in our example the register X and register Z are the

successors as there are two 1s and one 0. In the next step, the two registers X

and Z are stepped forward. In register X the position 13th, 16th 17th and 18th

are taken and XoRed with each other the result is saved at LSB by shifting the

register values to right side. Similarly, from the Z register, the bits from position

7th, 20th, 21st and 22th are picked and XoRed with each other saving the result

at LSB.



SEER: Secure and energy efficient routing in wireless sensor networks 56

Figure 4.1: Encryption and Decryption of voice in GSM

4.3 The Proposed Secure and Energy Efficient

Routing (SEER)

In order to implement the A5 encryption mechanism in WSN, necessary modifica-

tions have been made in the existing encryption/decryption scheme implemented

in GSM as shown in Fig. 4.4. The A5 algorithm was originally designed for voice

encryption in GSM technology. The wireless sensor networks, on the other hand,

have different dynamics and requirements from mobile communication. Therefor

necessary modifications have been carried out in order to implement it for secure

data communication in WSNs. The data security mechanism can then be used

in both in ad-hoc network environment. In ad-hoc mode a sink is responsible

to encrypt/decrypt the data sent by a source node. As discussed earlier The A5

algorithm was originally designed for voice encryption in GSM technology. The

wireless sensor networks, on the other hand, have different dynamics and require-

ments from mobile communication. The necessary modifications have been carried
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Figure 4.2: A: Formation of Ciphering key
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Figure 4.3: B: Final 64 bit Ciphering key

out in order to implement it for secure data communication in WSNs. The step

by step procedure of the proposed algorithm is given below:

1. The Base Station generates a 128-bit random challenge known as RAND

2. RAND is forwarded to the sensor nodes as a challenge in order to authenti-

cate it.

3. the sensor node starts to calculate the session key Kc with the help of A8

and Ki .

4. The algorithm A8 and the key Ki is already provided to the node

5. The BS also starts to calculate the session key Kc

6. The Sensor node sends the Kc to the BS, CH, Sink or Server

7. The BS receives the Kc and matches it with its own produced Kc

8. If both the K ′cs are same it means the communicating nodes is a valid node

else, the Kc is discarded and node ID is black listed.

9. The data is sent encrypted over air interface

4.4 Data Encryption Algorithm for the Proposed

SEER

The following are the terminologies used in the given algorithm:

Υ is a 19 bit binary key
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Ω is 22 bit binary key

Ψ is a 23 bit binary key

Kc represents the output key, used as a session key for data encryption

β is the length (number of bits) of the output key

] used as an operator to add new bit to the current vector

Algorithm 2 Pseudococde of the A5 Algorithm used in Proposed SEER for Data
Encryption

RAND is a 128 bit key, received from base-station
Ki is a 128 bit key, stored in the node
S ← (RAND1,64 ⊕RAND65,128)⊕ (Ki1, 64⊕Ki65, 128)
Υ ← S1,19;Ω ← S20,41;Ψ ← S42,64

epoch← 1, β ← 16
α← mode(Υ8, Ω10, Ψ10)
foreach epoch < β do

if Υ8 = α then
b← Υ16 ⊕ Υ17 ⊕ Υ18 ⊕ Υ19 shift Υ one bit right and append b to the left

end
if Ω10 = α then

b← Ω7 ⊕Ω20 ⊕Ω21 ⊕Ω22 shift Ω one bit right and append b to the left
end
if Ψ10 = α then

b← Ψ8 ⊕ Ψ21 ⊕ Ψ22 ⊕ Ψ23 shift Ψ one bit right and append b to the left
end
Kc ← Kc ] β

end
Dataenyp ← Kc ⊕Datasensing

The above steps are also explained in algorithm 2. Fig. 4.5 illustrates a distributed

network with hierarchical structure having Cluster Heads (CHs) along with the

member sensor nodes. We assume that the CH be a powerful node that may

become a sink in case of a centralized network and are directly connected to

gateway or base station. The malicious Nodes are assumed to be present in the

network and they have the complete information of security mechanism of the

network. The CH is responsible to convey encrypted data transmitted from low

powered sensor nodes present in its vicinity to sink, gate way or base station. The

CH sends report of any malicious activity to the BS or any controlling entity if

determined. Although only one BS is shown in figure but there could be as many

BS as required by the network and environment. The deployment of nodes can
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Figure 4.4: Block diagram of data encryption/decryption in WSN

Figure 4.5: Data Routing in a Wireless Sensor Network With the Presence of
Malicious Nodes

be Aerial or manual depending upon the nature of physical environment. Each

sensor node is assigned an ID and the position of the sensor node is assumed to



SEER: Secure and energy efficient routing in wireless sensor networks 61

be known to it. We also assume that the sink or cluster head has all the necessary

information about member sensor nodes like sensor’ ID, MAC address and the

assigned authentication key Ki
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Figure 4.6: Lifetime Comparison of SEER with SRCE and ETRAP
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Figure 4.8: Energy Consumed by Each sensor node
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4.4.1 Probability of Interception

Let n be the length of random generated binary keys. Thus there are 2n different

keys. the probability to generate a particular key Ki of ith node is given by

P (Ki generation) =
1

2n
(4.1)

To split the key Ki into D distinct integral parts of lengths n1,n2,n3....nD such

that
D∑

d=1

nd = n (4.2)

Where nd is the length of the dth part of ki with the condition that:

1 < nd < n− 1 (4.3)

In order to distribute the key Ki in d registers subject to equation 2. Total number

of possible combinations Cn =:

[
D−1∏
d=1

n− 2D + d

d

][
n∑

i=0

(
n

i

)]
(4.4)

Where D is the number of distinct group registers and n is the length of Ki.

Thus the probability to split a key Ki of length n into D different keys is given

by:

P (group key) =
1

Cn
(4.5)

=
1[∏D−1

d=1
n−2D+d

d

] [ n∑
i=0

(
n
i

)] (4.6)

Thus the probability of selecting a random bit from each of these D group registers

and its exploitation in l possible binary operations is given by:

P (bits selection) =
1

l

D∏
i=1

1

ni
(4.7)
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Where ni is the number of bit in ith group register. To perturb the register settings,

any subset of bits of each register may be selected and one out of l different binary

operations may be performed. The perturbation probability is given by:

P (Perturbation) =
1

l

d∏
i=1

1

|2ni |
(4.8)

where |2ni | is the cardinality of power set of ith group registers having length ni.

Since the order of bits does not matter in case of binary operations, therefore we

use the cardinality of power set. Now the probability to generate a valid key is

given by:

= P (valid key) = P (Ki generation)·

P (D distant group key generation)·

P (bit selection) · P (Perturbation) (4.9)

=
1

2n
· 1

Cn
· 1

l

D∏
i=1

1

ni
· 1

l

D∏
i=1

1

|2ni |
(4.10)

=
1

l22n
· 1

Cn
·

d∏
i=1

1

ni|2ni |
(4.11)

=
1

l22n
· 1[∏D−1

d=1
n−2D+d

d

] [ n∑
i=0

(
n
i

)] ·
d∏
i=1

1

ni|2ni |
(4.12)

4.5 Results and Discussion

The performance of the proposed SEER mechanism is evaluated through different

parameters like number of alive nodes, energy consumed by the sensor nodes,
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traffic overhead, packet delivery ratio and end-to-end delay. Extensive simulations

have been carried out for the evaluation purpose using a simulation scenario of

500 nodes deployed randomly in 100 m x 100 m area. The simulation was run for

multiple times in an attempt to obtain average results for the above mentioned

parameters. The obtained results are then compared with the two notable secure

routing protocols ETRAP and SRCE.

Energy consumption can only be verified by factoring in the comparison based on

the number of alive nodes. It helps us analyze how much processing overheads

are imposed by an algorithm on sensor nodes that suck their energy. Fig. 4.6

shows the life time comparison of SEER with SRCE and ETRAP. As discussed

earlier, SRCE is an energy harvesting protocol; thus, the nodes harvest energy from

an external source during its operation. Therefore the number of alive nodes of

SRCE is greater than the SEER and ETRAP. However, the SEER still outperforms

and stays longer even in extreme sensing environment. However, if SRCE is run

without energy harvesting module, its lifetime curve falls much faster than SEER

and ETRAP as shown in the figure. Fig.4.7 and Fig. 4.8 depicts the energy

consumed by each sensor node for both scenarios when SRCE runs with and

without energy harvesting module respectively. The total energy consumed by

individual sensor node includes data packet formation, route selection, routing

table, data security mechanisms and data routing. However, more energy may be

consumed in procedures specific to particular protocol.

Fig. 4.9 represents a traffic overhead comparison of the three protocols. The

comparison is done in terms of number of packet exchanged between nodes and

the base station or gateway . These messages include control overheads, data

packets, acknowledgments etc. The figure shows that ETRAP has a great traffic

overhead as compared to SRCE and SEER. Both SRCE and SEER give almost

similar result till the number nodes reach to 400 where the trend of the plot seems

to be different. The plot shows a clear change when the number of nodes reaches

to 450 where the similarity of SEER and SRCE performance begin to break.
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Fig. 4.10 shows the packet delivery ratio in the presence of malicious nodes. The

presence of malicious nodes deeply affects the performance of a network. this may

lead the network to degrade its packet delivery. The figure shows a comparative

analysis packet delivery ratio of SEER in comparison with ETRAP and SEER.

This result has been taken in the presence of a variable number of compromised or

malicious nodes. As it can be seen that ETRAP has a very rapid fall in throughput

with the number of increased malicious nodes. SEER and SRCE, however, provide

a batter result against the initial number of compromised nodes as can be seen in

the result. There is a slight fall in both SEER and SRCE in the malicious nodes

between 40-50 but SEER again provides a constant and satisfactory data rate as

compared to SRCE.

Fig. 4.11 shows the end to end delay of data among the nodes. The delay is

calculated as the time taken by the protocol to take a packet from source to

destination. This delay also includes the time taken by the node to place a bit

on the medium after being encrypted.It has been observed that the SEER has the

lowest end to end delay among all. This is because the GRACE by its self-has a

fast mechanism for selecting the most optimum route before transmitting the data

and adds less overhead to it as compared to other ETRAP and SRCE. Since the

SEER is designed to work at hardware level, therefore, it adds comparatively less

overhead resulting a minimum end to end delay.

4.6 Chapter Summery

In this chapter, a secure mechanism for routing data from source to sink in wireless

sensor networks known as SEER (Secure and Energy Efficient Routing protocol) is

proposed. The proposed protocol is based on A5 encryption scheme developed for

Global System for Mobile communications (GSM). SEER has been tested through

simulations in MATLAB R© by setting up hostile and vulnerable wireless sensor

network scenarios with respect to data integrity. The results obtained were then

compared with other two notable secure routing protocols. It is proved that the
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proposed SEER helps achieve the desired performance under dynamically chang-

ing network conditions with various number of malicious nodes. Due to its linear

complexity, lesser power consumption and more dynamic route updation, the pro-

posed Sybil detection and SEER schemes can be easily extended to cater to the

needs of emerging industrial wireless sensor networks, and IoT. Emerged from the

conventional Wireless Sensor Networks, all the aforementioned networks have got

the same nature of vulnerabilities and threats along with the inherited limitations

with respect to their hardware and processing.



Chapter 5

Conclusion and Future Work

Wireless sensor networks have always been under serious security threats due to

their diverse applications especially in vulnerable and hostile environments. The

unattended nature of WSNs leads to various security attacks that are launched

to gain control of a node or the entire network. Similarly secure routing of data

in such vulnerable situations is another issue that needs to be addressed to avoid

sensitive data from being captured or tempered. In this regard, we have proposed

a Sybil attack detection mechanism and a Secure and Energy Efficient Routing

(SEER). Both of the proposed schemes are based on the SRes authentication

and voice encryption mechanisms developed for Global System for Mobile (GSM)

communications.

In the proposed node authentication scheme, the Sybil attack, which is one of the

most widely launched attack in WSNs and its counter measure is focused. In the

proposed scheme, the A3 algorithm embedded in each sensor node, produces a

signed response against the challenge sent by the Cluster Head (CH) or any relay

node to validate itself as a legitimate node. Upon the reception of SRes from the

source node, the CH or relay node verifies the response and acts accordingly.

The SRes mechanism is responsible for authenticating the user before it becomes

part of network. The proposed sensor node authentication scheme can be im-

plemented in both hierarchical and centralized Wireless Sensor Networks. The

scheme has been analyzed for its performance under various Sybil attacks. The

69
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scheme has been evaluated for its probability of detecting Sybil nodes when dif-

ferent authentication key pool sizes are utilized. After extensive simulations, it

has been observed that the proposed scheme is able to detect Sybil attacks with

higher probability as compared to existing schemes. Moreover, it has also been

observed that the proposed Sybil detection scheme exhibits lesser computational

cost and power consumption as compared to the existing schemes for the same

Sybil detection performance.

SEER proposed in this thesis is a secure mechanism for routing of data in wireless

sensor networks. The proposed protocol is based on A5 encryption scheme devel-

oped for Global System for Mobile communications (GSM). The A5 algorithm in

GSM is responsible for encrypting the voice data between the two parties while the

voice call is established. In our proposed SEER scheme, the sensor node produces

a 64-bit key known as kc and is perturbed by utilizing three shift registers. The

resultant bit stream is then used for data encryption. We use GRACE routing

protocol as a platform for the routing of data in an energy efficient way. The

GRACE protocol is necessarily modified in order to fit-it-in the scenarios of the

secure routing. SEER has been tested through simulations in MATLAB R© by

setting up hostile and vulnerable wireless sensor network scenarios with respect to

data integrity. The results obtained were then compared with two existing secure

routing protocols. We have proved that the proposed SEER helps to achieve the

desired performance under dynamically changing network conditions with various

number of malicious nodes. Due to its linear complexity, lesser power consump-

tion and more dynamic route updation, the proposed Sybil detection and SEER

schemes can be easily extended to cater to the needs of emerging industrial wireless

sensor networks, and IoT. Emerged from the conventional Wireless Sensor Net-

works, all the aforementioned networks have got the same nature of vulnerabilities

and threats along with the inherited limitations with respect to their hardware and

processing.
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